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Abstract—In this paper a method for realizing (¢, n) secret images
sharing scheme has been proposed. The proposed algorithm for secret
images sharing is realized by applying multi-secret sharing schemes
based on two-variable one-way functions and Shamir’s secret sharing
schemes. In the proposed scheme participants only need to pool
their pseudo-shares instead of disclosing their secret shares when
recovering secret images. Thus, each participant can share many
secret images by holding only one secret share. Moreover, the size
of each share does not depend on the size of the secret image and
this is an important property for the further process of the image
shares. The proposed method is a multi-use scheme that can be used
in different secret sharing sessions without redistributing participants’
secret shares. Compared with other image secret sharing techniques
another main advantage of the proposed method is that it does not
generate share images which are difficult to manage.

Keywords—secret images sharing, polynomial interpolation, two-
variable one-way function, Shamir’s secret sharing scheme

I. INTRODUCTION

The problem of information protection has received a lot
of attention in the recent years. The need to protect elec-
tronic data from damages or lost has become essential with
the development of the computers and computer networks.
Encryption [15] is one of the popular methods to ensure the
integrity and security of the protected information. However,
the information can not be recovered if the decryption key
has been lost or the information has been corrupted during
the transmission. Being an important tool in the cryptographic
key management, secret sharing schemes allow us to keep
the protected information secure and at the same time al-
ways available. Secret sharing schemes were independently
proposed by Shamir [13] and Blakley [1] in 1979. A secret
sharing scheme is a technique of sharing a secret s into n
pieces, called shares, and distributing them to a set of n
users (participants) in such a way that only certain qualified
subsets of users can recover the secret by combining their
shares and any wunqualified subset of users can not do so.
A secret sharing scheme is called a (¢,n) threshold secret
sharing scheme for ¢t < n if the following two conditions
are satisfied: i) knowledge of any ¢ or more shares makes
the secret s computable; ii) knowledge of any ¢ — 1 or
fewer shares leaves s completely undetermined in information
theoretic sense. An important class of secret sharing schemes
are the so called perfect secret sharing schemes. A secret
sharing scheme is called perfect if an unqualified subset of
users obtains absolutely no information about the secret in
information theoretic sense [14]. It has been proved that for
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perfect secret sharing schemes the size of the shares is at least
the size of the secret [3]. Secret sharing schemes in which the
size of the shares are smaller that the size of the secret are
considered as ramp secret sharing schemes [2].

Security is a big concern when considering the storage of
image information (e. g. satellite photos or medical images).
Noar and Shamir [9] extended the secret sharing concept to
the image secret sharing concept, called visual cryptography.
Visual cryptography is a perfect secret sharing scheme and
requires stacking of any ¢ image shares to reveal the original
image without using any cryptographic computation. However
the size of the shared images is much bigger than the original
image, as well as the contrast of the recovered image is lower
than the original image, which makes the visual secret sharing
schemes not suitable for lossless practical applications.

In a (t,n) secret image sharing scheme, the secret image
is used to generate n image shares (shadows) such that: i)
combining any ¢, (¢ < n) image shares the secret image can
be recovered and ii) combining any ¢ — 1, or fewer image
shares the secret image can not be revealed. These schemes
are considered as ramp secret sharing schemes. An important
issue in the secret image sharing schemes is the size of each
image share. The size of each secret image share should be
as small as possible compared to the secret image and this
is an important property for the further process of the image
shares, such as storage, transmission, or image hiding. In 2002,
Thien and Lin [16] proposed a new lossless (¢, n) secret image
sharing scheme based on Shamir’s secret sharing. The size of
each image share in Thien and Lin’s scheme is 1/t of the
size of the secret image. Later, combining matrix projection
and Shamir’s secret sharing schemes, Li Bai [8] proposed
an image secret sharing scheme that avoids the usage of the
permutation key that has been used in [16] and thus provides
better security measure. However Li Bai’s scheme generates
larger secret image shares as compared to [16].Wang and Su
[17] proposed a secret image sharing method using Huffman
coding. The experimental results show that each generated
image share in [17] is about 40% smaller than that generated
in [16]. In 2008, Shi et. al. [11], proposed a new scheme
for image encryption based on Shamir’s secret sharing, where
the size of each share is 2(log, m)/m? of that of the shared
m X m image. However, all these schemes are considered as
one-time-use schemes, which means that after some particular
secrets have been reconstructed, the dealer must redistribute
fresh shares to participants in order to share the next secrets.

In this paper we propose a new (t,n) secret images sharing
scheme, which has the following properties:

o the scheme is based on the (¢,n) multi-secret sharing

scheme presented in [10], that is realized by combining
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two-variable one-way functions and Shamir’s secret shar-
ing scheme;

« participants only need to pool their pseudo-shares instead
of disclosing their secret shares when recovering secret
images;

« each participant can share many secret images by holding
only one secret share;

« the size of each secret share does not depend on the size
of the secret image and this is an important property for
the further process of the image shares;

e it is a lossless multi-use scheme that can be used in
different secret sharing sessions without redistributing
participants’ secret shares;

« it does not generate shadow images which are difficult to
mange and identify;

« the scheme improves the method proposed by Shi et. al.
[11]

Integrating the above advantages, we can say that the
proposed scheme is an effective, reliable and secure multi-use
method to protect the secret image from getting lost, destroyed,
stolen or corrupted. The scheme is a ramp multiple-secret
sharing scheme.

The rest of this paper is organized as follows. The next
section gives the basic preliminaries and definitions used in
the paper. Sections III and IV present the proposed scheme
and give analysis and discussions. Section V gives an example
illustrating the proposed method and the last section concludes
the paper and gives the aspects for future work.

II. BACKGROUND AND PRELIMINARIES

In this section we give the basic preliminaries and mathe-
matical concepts used in the paper.

A. Notations

Here we summarize the basic notations used in this paper:

e “ @ - exclusive-or bit by bit;

¢ M - a matrix;

e m; ; - the entry of the 7th row and the jth column of a
matrix M;

e ¢ - large prime number;

o GF(q) - finite field;

e f(r,s) - two variable one-way function;

e h(z) - polynomial over GF(q);

o Up,Us, ..., U, - a set of n participants;

e Uj,Us,...,U, - participants’ public identity information;

e D, (D ¢ {U1,Us,...,U,}) - a dealer

e K - a single secret to be shared among a set of n
participants;

o Ki,K5,...,K, - aset of p secrets to be shared among
a set of n participants;

e S1,S2,...,Sy - participants’ secret shares;

e f(r,s;) - participants’ pseudo-shares.

All the calculations in this paper are done in the Galois

field GF(q), for a large prime number q.

B. Shamir’s Secret Sharing

Shamir’s (¢,n) threshold secret sharing scheme is based on
the polynomial approach and it is described as follows [13]:

1. Let K € GF(q) be a secret to be shared among a set of
n participants, where ¢ is a prime number and ¢ > n + 1.

2. D chooses elements ag,...,a;:—1 € GF(q) indepen-
dently and uniformly, and constructs the polynomial h(z):

h(z) =K+az+asx®+ ...+ a1t L. (1)

3. D chooses n distinct points z; € GF(q), 1 < i < n. The
values x; are public.

4. D distributes shares v; = h(z;) to users U;, 1 <14 < n.

Without loss of generality we assume that the set of ¢ users
Ui,Us,...,U; combine their shares v1,vs, ..., v;. Then they
can recover the secret by using the Lagrange interpolation
formula for polynomials. Knowing the ¢ points (z1,h(x1)),
(z2, h(z2)), ... (x¢, h(zt)), the unique polynomial h(z) can
be constructed using the formula

t

T —
h(z) = h(x; Bl 2
() Z_; (:c)K.H. P @)
i= <j<t.g#i
The secret K is obtained by K = h(0), i.e.,
¢
T
K= . _t
don@) I 2 . 3)

; 1l
i=1 1<t j#i

C. (t,n) Multi-Secret Sharing Schemes [10]

In order to be able to share multiple secrets, multi-secret
sharing schemes were proposed [5], [6], [7], [10], [18]. In the
multi-secret sharing schemes [7], [10], [18] a set of p secrets
can be shared at once, such that each participant needs to keep
one share, called secret share. In a (t,n) multi-secret sharing
scheme combining any ¢, (¢ < n) shares the p secrets can be
recovered at once and combining any ¢ — 1, or fewer shares
the p secrets can not be revealed. It is worth noting that in
this scheme either all p secrets are recovered at once, or all p
secrets are unrecoverable. In order to reconstruct the secrets,
the participants need to submit a pseudo-share computed from
their secret share instead of the secret share itself. The secret
shares are well protected because of the properties of the two-
variable one-way function. However, these schemes are also
considered as ramp secret sharing schemes.

Definition 2.1. (Two-variable one-way function) [7]. The
two-variable one-way function f(r,s) is a function that maps
any r and s onto a bit string f(r,s) of a fixed length. This
function has the following properties:

(a) Given 1 and s, it is easy to compute f(r,s);

(b) Given s and f(r,s), it is hard to compute r ;

(¢) Having no knowledge of s, it is hard to compute f(r,s)
for any r;

(d) Given s, it is hard to find two different values r1 and
ro such that f(r1,s) = f(ra,s);

(e) Given r and f(r,s), it is hard to compute s;

(f) Given pairs of v and f(r, s), it is hard to compute f(r',s)
forr' =r.

Here we describe Pang et al’s [10] (¢,n) multi-secret
sharing scheme in which a dealer D shares a set of p
secrets, {K1,K>,...,K,}, among a set of n participants
{U1,Us,...,U,}. It is a multi-use secret sharing scheme and
hence suitable for realizing a practical multi-secret images
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sharing method. The method is described in the following three
steps: system setup, secret image distribution and secret image
reconstruction

1) System Setup: The dealer D randomly selects n dis-
tinct integers $1,S2,..., Sp, € GF(q) as participants secret
shares and distributes them to every participant over a secure
channel. For each participant there is a public identifier,
which is a well-known number and it is used to represent
each participant individually. D selects n distinct integers
UL, U, ..., Un € [p,q — 1] as participants’ public identifiers.

2) Secrets Distribution: The dealer D performs the follow-
ing steps in order to share the p secrets among the n users:

(a) Chooses a random integer r and computes the pseudo-
shares f(r,s;),i=1,...,n.

(b) Uses the (n + p) pairs of (u;, f(r,s;)),i=1,...,n(n
pairs); (0, K1), (1, K3).,..., (p—1, Kp), (p pairs); to construct
an (n + p — 1)st degree polynomial

h(z)=ap+arx+...+ anﬂ,,lx”“’_l.
(c) Takes out the (n + p — t) minimum integers
di,dg,....dnsp—t € [p,qg— 1\ {wli = 1,2,...,n} and

computes h(d;),i=1,2,...,n+p—t.

(d) Publishes (r,h(dy),h(dz),...,h(dytp—t)) in any au-
thenticated manner such as those in [4], [12].

The number of the public values is (n +p —t+ 1).

3) Secret Reconstruction: The participants are able to cal-
culate their pseudo-shares f(r,s;), « = 1,2,...,n by using
the public value r and their secret shares s;. After the ¢ users
pool their pseudo-shares f(r,s;;) for j = 1,2,...,t, the ¢
pairs (u;;, f(r,s;;)) for j =1,2,...,t are obtained. With the
knowledge of the public values h(d;), i =1,2,...,n+p—t,
the (n +p — t) pairs (d;, h(d;)), i = 1,2,...,n+p —t are
obtained as well. Therefore, there are (n + p) pairs obtained
in total and thus the (n+ p— 1)st degree polynomial h(z) can
be uniquely determined using Lagrange interpolation.

The p secrets are then obtained by

K;,=h(i—1),i=1,2,...,p.
III. PROPOSED IMAGE SECRET SHARING
A. Image Characterization

An image I is defined by ¢ number of colors and d x [
pixels m; ;, 1 < ¢ < d, 1 < j <[, which form a matrix M
with coefficients in Z. such that:

i). If T is a black and white image, then M is an d x [
matrix, where m; ; = 1 if the corresponding pixel is black and
m; ; = 0 if the corresponding pixel is white, i.e., m; ; € Z2
for1<i<d, 1<j <l

it). If I is a gray level image, then for the RGB code of each
pixel we have R = G = B and thus M is an d x [ matrix,
where 0 < m;; < 255, ie., m;; € Zys for 1 < 7 < d,
1<j<l

iii). If I is a color image, then each pixel is given by a three
dimensional vector (R, G, B) and thus M is an d x [ matrix,
where each m; ; is represented by 24 bits (8 bits representing
each of the colors red, green and blue), i.e., m; ; € Zy24 for
1<i<d, 1<j<I1.

Hence we assume that the image is a matrix with coeffi-
cients satisfying one of the cases of 1), ii), iii).

In this section we describe the proposed method for (¢, n)
secret image sharing, in which the secret image I is used to
generate n shares such that: i) combining any ¢, (t < n) shares
the secret image can be recovered and ii) combining any ¢ —1,
or fewer shares the secret image can not be revealed.

The proposed method for sharing the secret image I is based
on a (t,n) multi-secret sharing scheme similar to Pang er
al.’s [10] scheme and it is a further implementation of Shi et
al’s secret image sharing scheme [11]. It is described in the
following three steps: system setup, secret image distribution
and secret image reconstruction.

B. Proposed Method

1) System Setup: Let 1 be the secret image. Without loss of
generality we assume 1 is defined by m x m pixels and M is
the m x m matrix of it. Let also k = [log,, m].

The dealer D selects a large prime number q > ¢, where c is
the number of the colors in 1. The dealer D randomly selects
n distinct integers s1,S2,..., Sn € GF(q) as participants
secret shares and distributes them to every participant over a
secure channel. For each participant there is a public identifier,
which is a well-known number and it is used to represent
each participant individually. D selects n distinct integers
Ut, U2,y ... Uy € [n—t+ 1,q — 1] as participants’ public
identifiers.

2) Secret Image Distribution: The dealer D performs the
following steps in GF'(¢) in order to share the secret image I
among the set of n users:

(a) D chooses random integers 71, o, ..
and computes the pseudo-shares

. T2 in GF(q)

f(T‘l,Si),i = 1,...,717

flra,s:),i=1,...,n,

f(TZkvsi)ai:17...,TL.

(b) D uses the pairs of (u;, f(r1,5:)), (wi, f(r2,8:))s «-
(ui, f(rog, 8:)), i = 1,...,n to construct the 2k polynomials
of degree n — 1 as follows:

hi(z) =ag +alz+ ... +al _ja"7 Y 4)
ho(z) = ai +alx+ ... +a2_ja" ! )
hok(z) = a2F + a2z + ... + a2k 27 (6)

where fori=1,...,nand [ =1,...,2k

ha(ui) = f(r1; si). (7N

(¢) D computes
2l =h(i),i=1,2,...,n —t, (8)
22 =ho(i),i=1,2,...,n —t, 9)

(10)
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k

(d) D computes the nF x nF secret matrix M’ as follows.

Fork=1and 1 <i,j<n

mj ;= (aj_y +a;_y) mod c, (1
and for k> 1,and 1 < 4,5 <n*
k—1 2k—1
I L R E S
k k
(i ymodn) T G —1ymodny) Mmod c. (13)
(e) D computes the m x m matrix M" as follows
M” = M & M, (14)
where M* is the following m x m matrix
mi; = m;,j for 1 <i,j < m. (15)
() D publishes the values (rq,21,23,..., z(ln_t)),
(ro,23,23,. .., z(zn_t)), o (rog, 22F 238 L Z(Qf_t)) and

the matrix M” in any authenticated manner such as those in
(4], [12].

Hence, the number of the public values in this case is
2k(n —t+1) +m?2.

3) Secret Image Reconstruction: In the following step we
describe how ¢t participants U, ,U;,,...,U;,, for some 1 <
11 < 19 < ... < 1y < n, are able to reconstruct the secret
image I by combining their shares.

(a) The participants are able to calculate the pseudo-shares
f(ri,si,), f(ra,si;), -, f(ra, si;) for j = 1,2,...,t by
using the public values ry, 72,..., 79 and secret shares s;,.

(b) After the ¢ users pool the pseudo-shares f(ry,s;;) for
Jj=1,2,...,t, the t pairs (u;,;, f(r1,s;)) are obtained. With
the knowledge of the public values zll i=1,2,...,n—t, the
(n —t) pairs (i,2}), i=1,2,...,n —t are obtained as well.
Therefore, there are n pairs obtained in total and the (n —1)st
degree polynomial hj(x) can be uniquely determined using
the Lagrange interpolation formula as described in Eq. (2).

Analogically, after the ¢ users pool their pseudo-shares
f(ra,si,), oo f(row,si;) for j = 1,2,...,t, the sets of
t pairs (ug;, f(r2,584;))s ... (i, f(r2r,8:;)) are obtained.
With the knowledge of the public values z2, ..., 22F, for
i = 1,2,...,n —t, the sets of (n — t) pairs (4,2?), ...,
(i, 22%) are obtained as well. Therefore, there are 2k — 1 sets
of n pairs obtained in total and thus the set of nth degree
polynomials ho(z), ..., hog(x) can be uniquely determined
using the Lagrange interpolation formula in Eq. (2).

(c) Then, the secret matrix M’ is computed as described in
Egs. (11)-(13).

(d) The matrix M is obtained by

M=M"¢M". (16)

(f) The secret image I is recovered from M.
IV. ANALYSIS AND DISCUSSIONS
A. Security Analysis

Here we discuss the security of the proposed (,m) secret
images sharing method from the following perspectives:
(1) From the public values z}, 22, ..., 22k, for i =

D 2, .

1,2,...,n —t, the 2k sets of (n —t) pairs (4,2}), (i,22), ...,

(i,22F) can be obtained. However, none of the polynomials
hi(x), ha(z), ..., har(x) can be determined using these pairs
since their degree is n and thus the secret image can not be
recovered by an adversary.

(2) If a set of [ participants, where [ < t combine their
shares then they can obtain the sets of I pairs (u;;, f(r1,5i;)),

(Ui] s f(’l“g, Sij)>: ey (uij s f(’l“gk, Sij)), for ] = 17 2, ceey l.
With the knowledge of the public values z}, 22, ..., 2% |
fori=1,2,...,n—t, in total (I +n — t) pairs are obtained

for each of these cases. Since | +n —t < n, for [ < ¢,
the set of [ participants are not able to reconstruct any of the
polynomials hi(x), ha(x), ..., hog(z) and thus, they are not
able to to recover the secret image I.

However, a set of at least ¢ participants can recover the
secret image as described in the previous section.

(3) Each participant’s secret share s;, ¢ = 1,2,...,n can
be reused in the proposed scheme and it is not disclosed even
after multiple secret images reconstructions. Even though n
pseudo-shares have been exposed among many co-operating
participants, the real secret shadows s; are well protected by
the properties of the two-variable one-way function.

In order to share the next secret image, the dealer D has
to just select new random integers 71, 2, ..., 7ok in GF(q)
and repeat steps (a) - (f) in the proposed algorithm. However,
he does not have to distribute any new secret shares but just
update the public values described in (f). i.e., if D wants to
share another image I; with corresponding matrix M;j, then
he has to compute M for the new random numbers 71, 7o,
..., rox, and publish Mj = M; & Mj.

Changing the secret matrix M’ for each new image I to
be shared plays an essential role for the high security of the
proposed scheme.

Considering the above security analysis the proposed
scheme is a multi-use (¢,n) secure secret image sharing
scheme. However, the proposed scheme is ramp and we
consider more precise theoretical security evaluation in the
future.

B. Performance Analysis

In the proposed secret image sharing method, the size of
each image share does not depend on the size of the secret
image and this is an important property for the further process
of the image shares, such as storage, transmission, or image
hiding. Each participant only needs to hold one secret share s;
in order to be able to share the secret image. Thus the size of
each image share is much smaller than the size of the image
shares in other conventional methods.

The number of the public values is 2k(n —t + 1) +m?2. If
the threshold value ¢ is close to the number of the users n,
then this number of public values does not differ much from
the number of the pixels in the secret image.

Moreover, the proposed scheme recovers the secret image
lossless and does not generate shadow images which are
difficult to mange and identify.

However it is worth noting that while it is an advantage to
archieve small image share size, in such sharing schemes most
of the computation and transfer actions are performed by the
dealer, that’s why his presence plays an essential role.
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V. EXAMPLE

Here we give an example to illustrate the proposed method.

Example 1. Lett =10, n = 16, ¢ = 257, r1 = 3, ro = 138,
r3 = 33, r4 = 70. The secret image is the 256 x 256 gray
scale image of Lenna, given in Figure 1 and thus k = 2.

For ¢ 1,2...,16 participants public identifiers and
participants secret shares are:

u; ¢ [7,8,9,10,11,12,13,14, 15,16, 17, 18,19, 20, 21, 22],

s; ¢ [224,246,141, 36, 30, 161, 25, 55, 39, 172, 115, 221, 203, 27, 59, 80].

Polynomials hi(z), ha(z), hs(z) and hy(x) are:

hi(z) = 2264228z 414722423923 +-1352% 4425 +17025 +19727 +
8828 + 1102 + 14210 + 69z + 1852'2 + 147213 + 233214 + 9215,

ha(z) = 34+432+11822 + 17123 +1222* +482°% + 17025 4+ 15027 +
T4x8 + 99x° + 225210 4 86211 + 55212 4 57213 + 243214 4 15215,

ha(x) = 184+2302 424822 + 3923 +472* +10625 47926 + 23627 +
8428 + 2529 + 254210 + 123211 + 109212 + 201213 + 6214 4 225215,

ha(z) = 1614-432+19722 +208z3 +42x* 41732 425426 410027 +
24228 + 7229 + 155210 4 011 + 111212 4 230213 + 10521 + 112215

The public values for i =1,2,...,6 are:
: [145, 208, 249, 64, 205, 182],

i

2. 168,222, 52,11, 229,0],
3 1 [140, 199, 60, 94, 45, 14],
4149, 5,28, 91, 183, 248).

z

N

N

[

The obtained 256 x 256 secret matrix M’ and the public
shared image M are given in Fig. 2 and Fig. 3, respectively.

Fig. 1. Secret Image of Lenna.
Fig. 2. Secret Matrix M.
Fig. 3. Public Image M.

It can be seen that from the public image M", the secret
image contents can not be figured out. However if a set of ¢

participants pool out their pseudo-shares, then they can recover
in a lossless manner the original secret image I in Figure
1 using the described reconstruction procedure. Moreover, a
next image can be shared easily using the same secret sharing
technique.

VI. CONCLUSIONS AND FUTURE WORKS

In this paper we propose a new lossless (t,n) secret images
sharing method. It is realized by combining two-variable one-
way functions and Shamir’s secret sharing. Each participant
only needs to hold one secret share in order to be able to
share the secret image. Thus the size of each image share
is much smaller than the size of the image shares in other
conventional methods. Moreover, the proposed scheme is a
multi-use secure secret image sharing scheme and does not
generate shadow images which are difficult to mange and
identify. The scheme is effective, secure and reliable, and
suitable for network applications where a large number of
users are required.

As a future work we consider the improving of the secu-
rity performance of the proposed scheme. We also consider
giving more precise and theoretical security analysis of the
proposed method. In the current research we are considering
the realization of the method to general access structure.
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